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2 THE REAL BENEFITS OF BLOCKCHAIN

Foreword

Switzerland is often considered the most
innovative country in the world. There is no
secret formula behind this. It is a combina-
tion of well-known factors that make Swit-
zerland innovative, including its best-in-class
educational system with the famous Swiss
apprenticeship system and some of the
world's top universities. Switzerland has a
stable, reliable, pragmatic democracy and a
wealth of highly-performing SMEs. The Swiss
government's bottom-up vision for science
and technology prevents stifling innovation
with unwieldy and poorly informed policies
before the opportunities and risks are known.
Finance Minister Ueli Maurer proved to be a
visionary when he established Switzerland as
Crypto Nation. The National Council fol-
lowed him in 2020 by implementing policies
that simplify the use of blockchain and dis-
tributed ledger technology (DLT). This legal
framework enables innovation, promotes
technology acceptance, removes barriers to
blockchain adoption in all industries, and
limits the risks of misuse. During these tur-
bulent times, we now see how this approach
is successful.

Innosuisse supports bottom-up approaches
through its Innovation Booster initiative and
promotes thematic communities that develop
disruptive ideas and solutions. Blockchain is
one of the most promising topics supported
under this program.

For most people, blockchain is just about cryp-
tocurrencies, investing, and speculating. This is
about the same as using airplanes only for mil-
itary purposes. Blockchain is a perfect example
of a digitally native technology that enables
solutions to old and new challenges and com-
bines the real and virtual worlds.

As digitization advances every day, we cannot
simply replicate the old paradigms of the phys-
ical world in this new space. For example, trust
needs to be rethought in the digital world.
Whenever traditional computer technologies,
without blockchain, are used, one's trust in the
technology will not exceed one's trust in the
companies and people behind it. In practice,
this often hinders technology acceptance.

Blockchain technology's beauty is that it allows
the elimination of centralized trust authorities
in the digital space. Instead, trust is created
through  distributed  consensus-building
among many network participants according
to traceable and auditable rules while preserv-
ing privacy and giving control back to con-
sumers. It is no surprise that such a technology
flourishes in Switzerland, a country whose
people and institutions value trust, fairness,
reliability, privacy, and pragmatism.

Exploiting blockchain's potential will require
visionary companies and people who see
opportunities and benefits rather than risks
and problems. Collaboration among large com-
panies, SMEs, and start-ups is a critical success
factor for such ventures. Universities and think
tanks, such as the Gottlieb Duttweiler Institute
(GDI), and innovative partners from the pri-
vate sector create a strong foundation for inter-
disciplinary co-innovation.

This study shows the benefits of blockchain for
the secure identification of citizens in the dig-
ital space and connects it to the consultation
on electronic identity (E-ID) submitted to the
Federal Council in June 2022. Ideas for prod-
uct tracking with blockchain are well-known,
and this study showcases the significant pro-
gress that has been made in this field. This



potential can be exploited in markets for tan-
gible goods, such as pharmaceuticals or gold
trading, and intangible goods, such as guaran-
tees of origin for electricity. Data and data
management play an increasingly important
role in a digitized world. With blockchain,
users can manage their sensitive health or
financial data; data silos can be linked and
protected against cyber attacks.

The potentials of blockchain suggested by the
authors are vast and, if pursued further, will
substantially contribute to the performance of
Switzerland's economy. This will help Switzer-
land to remain one of the most innovative
countries in the world.

André Kudelski
President Innosuisse and Entrepreneur

GDI Gottlieb Duttweiler Institute
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Summary

Many digital applications have become critical
infrastructures for business and our everyday
lives. Dependencies on digital infrastructures
exist beyond the technology industry, as digital
tools are also used to provide physical infra-
structures and services in, for example, finance,
healthcare, transportation, building manage-
ment, energy, or manufacturing. Often, these
applications are provided by central service
providers, such as IT companies or network
operators. Citizens must trust these service pro-
viders to ensure the systems’ availability and
integrity and not abuse their market power.

The introduction of Bitcoin and the block-
chain technology behind it in 2009 raised the
hope of reducing such dependencies—in the
case of Bitcoin, the dependencies on (central)
banks. Since then, the technology has been
continuously developed to exploit the poten-
tial of blockchain in the corporate context.
Today, it is no longer a technology specifically
for cryptocurrencies, but a technology that
offers advantages for digital applications in
many industries. Yet, many leaders continue
to find it difficult to assess the short- and long-
term benefits of blockchain technology for
their organizations. Therefore, the goal of this
study is to provide a nuanced understanding
of the potential applications, opportunities,
and limitations of blockchain technology.

Blockchain can be used for two fundamental-
ly different purposes:

More robust and efficient digital infra-
structures: The distributed operation of a dig-
ital application on the systems of multiple
business partners increases its tamper resist-
ance and availability. Valuable assets can be
digitally mapped and traded with tokens, and

business processes can be automated with
smart contracts. This simplifies cross-organi-
zational collaboration and saves on costs and
time. Once processes have been digitized in a
secure manner using blockchains, new busi-
ness areas can open up. For example, block-
chain enables the creation of secure electronic
identities that allow the secure digital identifi-
cation of people, organizations, and objects.
This can enable access management in build-
ings without physical keys, tamper-resistant
authenticity certificates for goods, peer-to-
peer marketplaces, or a robust data infrastruc-
ture for the Internet of Things.

Reduction of dependencies: Distributed
operations additionally provide the possibility
of eliminating dependence on central service
providers. In self-regulating, distributed value
networks, all members make decisions togeth-
er and control each other without a central
authority: Internet without Google, ride-shar-
ing without Uber, and payments without
banks. However, this is not only a technologi-
cal but also a social process in which new
forms of cooperation must be established and
conflicts of interest overcome. If this succeeds,
blockchain technology offers a suitable tech-
nological basis for implementation.

A literature search revealed more than 50
applications in 10 industries. In the enterprise
context, centrally managed applications dom-
inate the market with the goal of increasing
system integrity, automation, and cost effi-
ciency. Often, the attempt to deploy block-
chain technology is also a driver for
standardizing existing processes, as this is a
prerequisite for digitizing them using block-
chain.



Key challenges in implementing blockchain
projects include establishing suitable govern-
ance structures for cross-organizational col-
laboration, eliminatingregulatoryambiguities,
ensuring data quality and security (on block-
chains and in adjacent systems), and fostering
trust and acceptance in the technology. If
companies forge new partnerships with com-
petitors and regulators, and collaboratively
test applications, these challenges can be over-
come. Switzerland is considered an interna-
tional hub for blockchain with forward-looking
blockchain regulations, leading research hubs,
and over 1,100 companies developing block-
chain solutions.

Due to the continued substantial progress in
the digitization of processes, which has been
turther spurred, not least by the COVID-19
pandemic, it can be assumed that digital appli-
cations will continue to gain importance. The
properties of blockchain—tamper resistance
and availability, efficient data exchange, deci-
sion rules that can be fixed in smart contracts,
and value trading with tokens—offer a suita-
ble technical basis for creating robust and effi-
cient digital infrastructures.

GDI Gottlieb Duttweiler Institute
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Initial situation

Tim Berners-Lee, the inventor of the World
Wide Web, today laments what the Internet
has become." Instead of serving the common
good and democratizing the dissemination
of information, there is currently a great
market concentration on the Internet. A few
Big Tech companies (for example, Alphabet,
Apple, Amazon, Meta, Microsoft, Alibaba,
and Tencent) provide dominant digital plat-
forms that grew exponentially and allow
them to control the flow of information on
the Internet. In addition, outside the tech-
nology industry, digital applications are used
to optimize products and processes, or devel-
op new business models. Intelligent algo-
rithms in combination with data promise to
process financial transactions more efficient-
ly, predict machine failures, optimize supply
chains, and diagnose diseases. Whether in
transportation, energy supply, building man-
agement, finance, or healthcare, digital appli-
cations are used everywhere. A survey
conducted in 2022 found that around two-
thirds of Swiss companies said they were
introducing or already implementing a data
strategy.” Digitalization is an ongoing issue
for Swiss SMEs and concerns them more
than inflation, supply chain problems, or the
skills shortage in the coming years.?

Many digital applications have become criti-
cal infrastructures for business and our every-
day lives. For example, if the services of
Google and Meta were to go down simultane-
ously, about 92% of all searches on the Inter-
net would return no results, and the instant
messages of about three billion users would
not reach the recipient.* Economically signifi-
cant failures of critical digital infrastructures
have already occurred. In Switzerland, the
systems of central payment service providers

have already failed several times, resulting in
significant losses of sales in supermarkets and
restaurants.’ In June 2022, the Swiss hospital
association H+ fell victim to a cyber attack
and subsequently shut down all servers for
security reasons.®

So-called value networks usually form around
digital applications in which multiple part-
ners (often from different sectors) exchange
goods, money, and information to jointly cre-
ate value. The term “ecosystem” is also often
used in this context. Because this term is used
inflationarily and because we believe that a
value network better describes the context of
blockchain, we will use this term.

Value networks are often structured around a
central service provider who takes on the
intermediary role. The intermediary is the
middleman who coordinates the exchange of
data in the network and can determine the
rules and conditions of interaction. For exam-
ple, banks can set transaction fees, Uber can
set fares and brokerage commissions, and
Google can set the conditions for reusing col-
lected user data. Those who want to use an
intermediary’s offers usually cannot influence
the rules—they must be accepted.

When Bitcoin was introduced in 2009, there
was a subsequent hype about cryptocurren-
cies and the blockchain technology behind
them. With blockchain, digital applications
are not run by an intermediary but distribut-
ed across the computer systems of multiple
participants in the network. The hope is to
reduce the dependence on and power of inter-
mediaries and to trigger a shift from central-
ized to decentralized and distributed value
networks (see Figure 1). For example, the idea



Centralized, decentralized, and distributed networks

Central
If the central node fails, the
network collapses.

Decentralized
Multiple nodes must fail for the
network to collapse.

Distributed
Only when the majority of nodes
fail does the network collapse.

Figure 1: Based on Baran (1962).”

of Bitcoin was to create a currency that was
not controlled by any central authority (such
as central banks).

Since the publication of this idea, the technol-
ogy has been continuously developed in order
to exploit the potential of blockchain in a cor-
porate context. Today, it is no longer a specific
technology for cryptocurrencies, but a tech-
nology that offers advantages for applications
in many industries. However, discussions
about the potential applications of blockchain
are still heavily influenced by cryptocurren-
cies and, since 2021, by so-called “non-fungi-
ble tokens” (NFTs). It is no wonder business
leaders find it challenging to evaluate the
short- and long-term benefits of the technolo-
gy for their company. The questions we seek to
answer are:

> What exactly are the advantages and disad-
vantages of blockchain?

> What is the concrete added value of block-
chain in corporate practice?

> How can this value be exploited in a target-
ed manner?

In order to enable the beneficial use of block-
chain, it is essential to move away from sweep-
ing assessments and develop a differentiated
understanding of the technology, its potential
applications, and the opportunities and risks
for industry and society. This study aims to
contribute to this effort; thus, we address three
aspects in this study:

> How blockchain works and possible appli-
cations

> How blockchain can contribute to a trans-
formation from centralized to distributed
value networks, as well as the opportuni-
ties and risks of this transformation

> Opportunities, challenges, and success
factors in implementing blockchain appli-
cations
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In this study, we occasionally mention crypto-
currencies to illustrate important blockchain
concepts. However, the main focus is on appli-
cations beyond cryptocurrencies. We devel-
oped the content of this study based on
literature research, in exchange with academ-
ics, and in close collaboration with experts
from companies in different industries. This
collaboration with the industry partners took
place via bilateral discussions, project meet-
ings, and three workshops, in which indus-
try-specific applications were intensively
discussed and evaluated. An overview of the
partners is provided in the appendix. For ease
of reading, references are not provided when
describing basic or well-known (blockchain)
concepts.
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An introduction to blockchain

The blockchain technology

Blockchain technology was created in 2008
(and first implemented in 2009) by an
unknown person or group with the pseudo-
nym “Satoshi Nakamoto” with the application
Bitcoin. To introduce a currency that is not
controlled by any central authority, a system
was created that regulates itself and prevents
power concentration: the blockchain.

Traditionally, digital applications are run by a
single organization that can set system rules
and determine who can use the application
and under what conditions. At least theoreti-
cally, this organization could also manipulate
the data. If there is a program error or a cyber
attack, the application may fail, or the data
integrity may be compromised. In other
words, any person or organization using a

digital application and services based on it
must trust that the operator can guarantee the
protection goals of IT security: availability,
confidentiality, and integrity (Figure 2). Peo-
ple usually do this subconsciously—for exam-
ple, when they open a bank account or share
their medical history when they visit a doctor.
People trust that the systems that store account
balances, transactions, blood values, or X-ray
images are secure and function reliably.

Protective goals of IT security

Availability
Information systems and data
are always available.

(3]

Confidentiality
Only authorized actors have
access.

E

Integrity
Data is complete and
unchanged.

Figure 2: Based on Laudon &Laudon (2019).8



Distributed applications, distributed ledger technology,
and blockchain

Distributed
applications

Distributed ledger

technology (DLT)

Figure 3: Based on Hileman & Rauchs (2017)."

Blockchain breaks the paradigm of centrally
operated applications. Instead, applications
are distributed across the computer systems of
many parties who may also be end users. Not
just one, but multiple parties have visibility
into the system and can ensure that applica-
tions and the data they contain are not tam-
pered with unnoticed. Even if the systems of
individual parties fail, for example, due to sys-
tem errors, the application continues to run
stably on the systems of others. Because par-
ties control each other, they no longer need to
trust a single operator, and the need for a cen-
tral authority can even be eliminated. But how
exactly can this work? In the following, we
explain essential blockchain terminology and
how blockchain works.

Blockchain and distributed
ledger technology

Blockchain and distributed ledger technology
(DLT) are special forms of distributed applica-
tions (Figure 3). Distributed applications are
run on multiple computer systems instead of
centralized systems. Conventional distributed
applications are usually managed by one party
that all users must trust. Blockchain and DLT
are unique in that they are designed to be used
by multiple parties who do not necessarily
trust each other’ They ensure the proper
functioning of an application even if individu-
al actors try to manipulate it or individual sys-
tems fail due to technical errors.

Blockchain is a particular manifestation of
DLT in which transactions (changes to data)
are bundled into “blocks” and stored on a
blockchain. However, there are other types of
DLT that are not blockchains. Today, however,
the two terms are often used interchangea-



Differences between permissionless and
permissioned blockchains

CATEGORY

Control of the network

Access to the network

Important application
domains

Main targets

Anonymity

Data sovereignty and
access

PERMISSIONLESS

Community

Not restricted

Open platforms accessed by many parties,
not all of whom know each other

Elimination of intermediaries

Increasing the integrity, tamper resistance,
and availability of digital infrastructures

Participants are mostly anonymous

Usually, everyone sees all data and
transactions

If necessary, data access can be restricted

by off-chain data storage (see the “Data
privacy” section in the following chapter)

Table 1: Based on own research.

PERMISSIONED

Central service provider or consortium
of business partners

Only approved actors

Cross-organizational business processes

Digitization and automation of business
processes

Increasing the integrity, tamper resistance,
and availability of digital infrastructures

Development of new business areas

Participants are usually not anonymous
and also know each other outside the
blockchain

Data sovereignty usually lies with the data
owner to maintain confidentiality

If necessary, the owner can share data,
for example, for transactions with direct
business partners



bly.® In this study, we use the term “block-
chain,” although many of our statements also
apply to DLT as a whole.

Permissionless and permissioned
blockchains'

Blockchain technology has been continuously
developed since its introduction to meet the
requirements of different applications. Today,
two fundamentally different types of block-
chains can be distinguished: permissionless
and permissioned blockchains. However,
there are also mixed forms of blockchain.

In the case of permissionless blockchains, any
person or organization can participate in the
network, carry out transactions, and provide
computing power for the operation of the
application. Usually, the participants do not
know each other personally, and they act
anonymously. Therefore, participation in the
network is rewarded through incentive mech-
anisms. The best-known example is crypto-
currencies. On Bitcoin, miners who verify
transactions receive Bitcoins for doing so. The
common goals of permissionless blockchain
applications are to avoid dependence on cen-
tral authorities and to provide access to many
people or organizations.

In permissioned blockchain applications, only
selected actors are allowed to become part of
the network. Anyone who wants to join must
apply for membership and be approved. Per-
missioned blockchains are often used for
enterprise applications (so-called enterprise
blockchains). Here, organizations enter into
contractual relationships outside of a block-
chain, which is why additional incentive
mechanisms on a blockchain are not necessar-

GDI Gottlieb Duttweiler Institute 13

ily required. One example is a system for prod-
uct traceability that actors along the supply
chain, such as manufacturers, suppliers, trans-
porters, or retailers, can access. Ensuring sys-
tem integrity and availability, increasing
collaboration efficiency, automation, and cost
reductions are the main goals.

Often, permissioned blockchain applications
are not blockchains in the strict sense, as cen-
tralized decision-making entities continue to
exist. These entities can be a single company, a
consortium of companies, or an independent
service provider that decides, for example, on
the admission of new members to the net-
work. These are nevertheless marketed as
blockchain or DLT projects because they use
several functionalities of blockchains (for
example, distributed operations or digital sig-
natures) and would probably not have evolved
without the hype around blockchain. Accord-
ing to the 2019 2nd Global Enterprise Block-
chain Benchmarking Study, more than 80% of
permissioned enterprise blockchain applica-
tions are controlled by a centralized entity.
However, many plan to distribute deci-
sion-making power among multiple network
participants later."

Table 1 summarizes the most important char-
acteristics and application areas of permis-
sionless and permissioned blockchains. Please
note that there are additional variants and
that the table only shows common areas of
application and properties.
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How blockchain works

In the following, we describe the basic func-
tionality of blockchain. In practice, various
combinations of the described techniques are
used. We particularly address the differences
between permissionless and permissioned
blockchains.

Distributed operation

The most crucial difference from conventional
applications is that blockchain applications
are not run on a central computer system, but
on the systems of multiple network partici-
pants. If one node illegally modifies the data,
the other nodes would not accept the change.
If one node fails, the system continues to run
stably on the systems of other participants.

Distributed access

On permissionless blockchains, all nodes on a
blockchain can access data from their sys-
tems. There is no central authority that con-
trols who can view the data. However, on
permissioned blockchains, data access can be
restricted, and data sovereignty can remain
with the owner of the data. For example, a
node can see only its own transactions. This is
important for maintaining confidentiality.

Consensus mechanism
In simple terms, consensus mechanisms are
algorithms that ensure agreement on transac-
tions between all nodes. They ensure that a
transaction is legitimate and not illegally per-
formed twice.

On permissionless blockchains, any node
can usually view all data and verify the legit-
imacy of a transaction. Proof of Work and
Proof of Stake (see box) are currently the

best-known consensus mechanisms for per-
missionless blockchains. On permissioned
blockchains, data access may be restricted to
maintaining confidentiality, which is why
other mechanisms are used. For example, the
Corda enterprise blockchain platform uses
automated notary services. In this case, only
the business partners involved in the transac-
tion must confirm it. A notary service auto-
matically checks the transaction’s legitimacy
and ensures that there are no conflicts with
other transactions.

Proof of Work and Proof
of Stake

In Proof of Work, nodes verify transac-
tions by solving cryptographic puzzles.
Whoever is the fastest and thus vali-
dates a transaction receives a reward in
the form of cryptocurrency. This pro-
cess is called mining and constitutes a
competition. Miners with great comput-
ing power have increased chances of
solving tasks quickly and receiving
rewards. Since many miners try to solve
the puzzle and obtain the reward in par-
allel, the electricity consumption in
Proof of Work networks is quite high.
Bitcoin is one of Proof of Work’s best-
known applications. In theory, a mali-
cious person or group of miners could
attempt to provide at least 51% of the
computing power on the network and
thus gain control of the consensus
mechanism (known as a 51% attack].

—



Proof of Stake requires nodes to offer a
stake in the native cryptocurrency in
order to be considered participants that
validate transactions. Out of all stakers,
an algorithm randomly determines who
is allowed to validate a particular trans-
action and receive a reward for doing so.
The higher the stake, the greater the
probability of being selected.

Chaining

Once accepted, transactions cannot be
changed to ensure that they cannot be denied
afterward. To this end, transactions are stored
in a chained manner. If Daniel transfers own-
ership of a valuable asset to Jan, and Jan passes
it on to Karin, then the transfer of ownership
is also recorded in this order. In practice, this
ensures a single source of truth.

Encryption and anonymity

All data stored on a blockchain is accessible
by all nodes in permissionless blockchains.
However, even here, people often do not want
the data to reveal too much. Therefore, par-
ticipants do not use their real identity but an
alphanumeric address, the so-called public
key. The network only knows this public key
and uses it to process transactions. All mem-
bers also have a private key that only they
know. Everything encrypted with the private
key can only be decrypted with the corre-
sponding public key, and vice versa. This
ensures that only the actor possessing a pri-
vate key can transact on behalf of the associ-
ated public key (this technique is called a
digital signature).

GDI Gottlieb Duttweiler Institute 15

Permissioned blockchains also use digital sig-
natures. Here, however, actors must be
approved before they become part of the net-
work. The approval process can reveal the true
identity of the actor. Thus, anonymity is not
necessarily guaranteed. In enterprise applica-
tions, it is often desirable to know with whom
one is doing business. To maintain the confi-
dentiality of the data, data access rights can be
restricted. For example, on the blockchain
platform Corda, access can be restricted so
that each node sees only its transactions.

Data privacy

Even while ensuring anonymity on permis-
sionless blockchains, not all data, such as con-
tract terms or prices, should be seen by others.
So-called hash functions can assist in this
regard. A hash function creates a hash value of
data, which is a kind of data fingerprint. If the
data is changed, the hash value also changes. It
is impossible to draw conclusions about the
data from the hash value.

Hash functions offer the possibility of storing
actual data outside a blockchain (off-chain),
for example, on the systems of the data-own-
ing institution. The hash value is stored on a
blockchain to prevent the data from being
manipulated illegally. When the data is
retrieved, the hash value allows checking
whether the data has been manipulated. Oft-
chain data storage can be used on permission-
less and permissioned blockchains.
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Smart contracts

Smart contracts (self—executing contracts) are
process steps written as program code on
blockchains and are run automatically as soon
as predefined conditions are met. For exam-
ple, temperature sensors on product packag-
ing for pharmaceuticals could continuously
measure ambient temperature to ensure that
cold chains are maintained. A smart contract
could automatically mark the product as
defective if the temperature is above a critical
level for too long. Since this logic is written on
blockchains and thus tamper-resistant, com-
pliance with “contracts” is assured.

Tokens and tokenization

A token is a valuable asset that is digitally
mapped onto a blockchain and is tradable.
The most well-known token is Bitcoin, which
can be traded like a currency and is therefore
called a payment or currency token. Utility
tokens map rights, such as voting or access
rights. For example, platform providers can
sell such tokens to users who want to gain
access to the platform. The owner must show
the token when entering the platform. A driv-
er’s license could also be mapped as a utility
token. When renting a car, one must show
this token using a smartphone. Security
tokens are a form of financial securities, while
equity tokens are a form of security tokens
that are directly linked to company shares
and voting rights."

In the blockchain environment, “tokeniza-
tion” refers to the mapping of tangible assets
onto a blockchain as tokens. For example, a
building worth CHF 10 million could be
mapped into 100,000 digital tokens of CHF
100 each, which can then be traded." Smart
contracts could ensure that people who own

such tokens also receive a share of the build-
ing’s rental income. The division of ownership
through tokens of value is called “fractionali-
zation.” Tokens can also represent less valua-
ble assets, such as goods exchanged between
companies along a supply chain to monitor
their origin and identify counterfeits.'

One thing to keep in mind is that blockchains
cannot ensure that transactions involving
physical goods that take place on a blockchain
will take place in the real world. This means
that whenever a blockchain is used to manage
objects that exist in the real world, mecha-
nisms outside of a blockchain (off-chain) are
necessary to ensure compliance with block-
chain transactions. Such mechanisms may
include audits, for example.'¢

Crypto currencies

A cryptocurrency is a virtual currency
operated by a network through blockchain
and is thus not controlled by a central
authority. One goal of cryptocurrencies is
to reduce dependence on (central) banks
and thus avoid government intervention in
the monetary system. The hope associat-
ed with cryptocurrencies is to create a
distributed and robust financial system in
which payments can be made faster and
cheaper than in the traditional banking
system. Bitcoin and Ether are the most
well-known cryptocurrencies, with nearly
10,000 now listed on CoinMarketCap."”
Cryptocurrencies are often criticized for
their lack of controllability, immense val-

—



ue fluctuations, high electricity consump-
tion, and use in illegal activities. Some
economists also say that cryptocurren-
cies will never become real currencies,
for example, because they are unlikely to
be accepted by governments, and, there-
fore, cannot be used for important finan-
cial transactions such as taxes.'

Non-fungible tokens

NFTs are unique, non-substitutable valu-
able assets. While a Bitcoin can be
exchanged for any other Bitcoin, an NFT
digitally represents a valuable asset that
exists only once or a few times and whose
ownership rights need protection. NFTs
are often used to protect the property
rights of intangible assets (for example,
digital art), as they are relatively easy to
copy. For example, NFTs enable artists
to sell their art directly without auction
houses or galleries, which traditionally
certify the authenticity of works and
enjoy the trust of prospective buyers. In
addition, smart contracts can fix terms,
such as royalties, that must be paid auto-
matically each time a work is resold.
However, NFTs can also be used to map
the ownership of tangible objects. In
2021, the market volume for NFTs was
US$ 41 billion."”

One prominent example of NFTs is the
collection of art forger Wolfgang Bel-

—
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tracchi. This artist came to dubious
fame because he had forged pictures of
great masters for years and sold them
through well-known auction houses. He
has created 4,608 digital artworks
stored on a blockchain, each based in a
different artistic style on the painting
Salvator Mundi by Leonardo da Vinci.
While the original painting was auc-
tioned off in 2017 for US$ 450 million,
Beltracchi offered his NFTs for sale for a
total of CHF 55 million.2°
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The performance and electricity

consumption of blockchains
Many experts have critically debated the per-
formance of blockchains in terms of through-
put (transactions per second) and speed or
latency (time to complete a transaction). The
so-called blockchain trilemma states that
high scalability (i.e., increasing transaction
volume without compromising speed), con-
flicts with the decentralization and security
of blockchains. On permissioned block-
chains, throughput and speed are usually
sufficiently high, but decentralization and
security are lower than on permissionless
blockchains.

Electricity consumption is mainly high on
permissionless blockchains that use the Proof
of Work consensus mechanism. Estimates
suggest that the Bitcoin system consumes
more than twice as much electricity per year
as the whole of Switzerland.” This is signifi-
cantly lower for permissionless blockchains
with Proof of Stake consensus mechanisms or
for permissioned blockchains. The Ethereum
Foundation, which switched from Proof of
Work to Proof of Stake in September 2022
(the so-called “Merge”), expects this to reduce
Ethereum’s electricity consumption by
99.95%.%¢ The downside is that members with
greater financial resources have increased
influence over the network. Ultimately, deter-
mining which construct is best suited for each
application involves individual decisions.

Blockchain governance

When many members make decisions in a
network, the question arises as to how deci-
sion-making works. Governance deals pre-
cisely with this question. In the narrower
sense, governance is less about procedural
decisions, such as the validation of transac-
tions. These are part of everyday operations,
i.e., the rules and processes that ensure the
basic functioning of an application. Instead,
it is about decisions on changes to operations
to react flexibly to changing market condi-
tions. Examples of such decisions include
changing the consensus mechanism from
Proof of Work to Proof of Stake in permis-
sionless networks or adding new members to
permissioned networks.

Governance mechanisms determine who can
influence the system and are thus crucial for
an application’s acceptance and long-term via-
bility. When designing these mechanisms, the
interests of the founding members play a role,
as do those of all future potential network
members. Bringing about decisions starts long
before the actual decisions are made, as shown
in Figure 4.

Blockchain differentiates between two types
of decision mechanisms. On-chain mecha-
nisms are written permanently into the pro-
gram code of a blockchain. Off-chain
mechanisms, on the other hand, involve deci-
sions that are made outside a blockchain, for
example, in meetings or at conferences.

On-chain decisions must be mapped in the
form of clear rules. Often, this involves voting.
On-chain voting is often used on permission-
less blockchains, as the network members here
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On-chain voting mechanisms of
three blockchain solutions

NAME DESCRIPTION OF THE VOTING MECHANISMS

Anyone can submit proposals for a price of a token. Master nodes can vote on proposals, with each
master node having one vote. Anyone with at least 1,000 tokens can become a master node.
Proposals are accepted if the difference between the number of approvals and rejections is at least
10% of all available votes.

Those who own tokens can assign them to a so-called baker who best represents their interests.
Baker can become any node that has at least 6,000 tokens. Bakers can propose changes and decide
on them. The proposal is considered accepted if a minimum number of tokens have voted and a
qualified majority agrees.

All those who own tokens can assign them to so-called Block Producers. The 21 Block Producers with the
most tokens can make decisions if at least 15 of them agree.

Table 2: Summary according to Watson Law (n. d.)?2 and own research.

do not know each other. In Table 2, we present
exemplary on-chain voting mechanisms from
three blockchain solutions.

For enterprise applications in permissioned
blockchains, decisions are often made off-
chain. Fixing the mechanisms on-chain is less
critical, as the companies participating in the
network usually know each other off-chain
and enter into legally binding contractual
relationships.”

On-chain and off-chain mechanisms can also
be combined. For example, proposed changes
can be submitted and discussed outside the
blockchain (e.g., in forums) before being voted
on the blockchain. In the Decred cryptocur-
rency project, minor decisions are voted
on-chain, while strategic decisions are made
off-chain according to defined rules.*
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Benefits of blockchain technology

“Distributed ledger technology allowed us to
increase transparency and B2B efficiency in
the global gold value chain while maintaining
data and transaction sovereignty of business
partners. Trust in gold, thanks to the immuta-
ble integrity certificates, is reinstated.”

Urs R66sli, CEO aXedras

In the following section, we present the busi-
ness goals of blockchain deployment and then
summarize blockchain applications discussed
in the literature and developed by companies.

Goals of the use of blockchain

Along the dimensions of degree of automation
and power concentration, we distinguish four
goals of blockchains: integrity, automation,
cooperation, and the creation of distributed
value networks (Figure 5).

Integrity

The main goal of integrity is to create a tam-
per-resistant data registry ensured by the
distributed operation architecture of a block-
chain. Illegitimate changes would be noticed,
and the high availability of the system is
guaranteed, as it continues to run even if
individual nodes fail. Examples of block-
chain applications with an integrity goal
include digital land registers, authenticity
certificates for valuable assets to prevent
counterfeiting, and proofs of origin for goods
such as food.

The demand for information with integrity
about products and organizations is increas-
ing by tendency. For example, private and
institutional investors are increasingly consid-
ering sustainability criteria in their invest-
ment decisions. This requires data capturing

along the entire supply chain, including the
origin of ingredients and the means of trans-
port used.

Automation

Another goal of blockchain technology is to
automate as many process steps as possible,
for example, with smart contracts. Tokens can
be used to map physical goods and virtual
assets, such as ownership or access rights, and
make them tradable. Increasing efficiency and
avoiding human errors in manual processes
are the main focus. For example, digital
twins—digital representations of physical
objects—can be created securely, thereby digi-
tizing and automating production, warehous-
ing, and auditing processes.

That processes are representable with condi-
tional logic is a prerequisite for automation.
The more structured a process is, the greater
the potential for automation, for example:
After receiving a payment specifying the order
number, a payment receipt confirmation is
issued automatically, and the corresponding
receivable is booked out of the distributed
accounting system.

Not all steps can be automated via blockchain
when physical objects play a role. An interface
to the real world is necessary, as blockchain
exists only in the digital world. Off-chain
mechanisms, such as audits for compliance
and product identifiers, are necessary.
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Cooperation

Another goal of blockchain technology is to
reduce coordination efforts and enable effi-
cient collaboration among many parties. For
this purpose, the cooperation processes are
formalized as logic and directly written
on-chain into the program code, making them
tamper-resistant. Standardizing and digitiz-
ing cooperation processes often require initial
effort and coordination among the involved
stakeholders.

One example is product tracking systems:
Manufacturers, suppliers, traders, transport
service providers, and points of sale share
information about products, their origin, and
delivery routes via blockchain to increase
transparency, product safety, and support
planning.

Distributed value networks
In centrally organized value networks, an
entity provides an infrastructure on which
users interact and exchange data. In distribut-
ed value networks, the participants’ systems
jointly form a digital platform. Together, they
can decide on the conditions for participation
and the rules of interaction. Collaboration
and business processes are written as com-
pletely as possible in the program code of a
blockchain. This lowers transaction costs,
making the solution easy to scale and giving
more people or organizations access. Unlike
conventional marketplace-oriented platforms
such as Uber, Facebook, or Airbnb, the deci-
sion-making powers are not in the hands of a
few influential organizations but are distribut-
ed across many shoulders. For example, in a
peer-to-peer car sharing solution, all members
could vote on decisions regarding system
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changes. Driver’s license verification takes
place automatically in the background, and
payment is triggered in cryptocurrency when
the car is unlocked.

In Figure 6, we describe the guiding ques-
tions to help identify targets for the use of
blockchain technology. The figure is based on
an analysis of existing decision models for
blockchain deployment.?® We have simplified
the complexity of these models and mapped
the guiding questions to the four objectives
outlined earlier. Any decision to use block-
chain technology will, of course, require
deeper analysis.

Decentralized autonomous
organizations

New forms of organization may be need-
ed to create distributed value networks.
Decentralized autonomous organiza-
tions (DAOs) are a new organization form
enabled by blockchain technology. In a
DAO, no traditional management func-
tions exist; instead, the members, often
individuals who hold stake in the compa-
ny, make decisions through voting. Oper-
ational processes are automated as
much as possible using smart contracts,
allowing the organization to fulfill its
purpose autonomously.3?

DAOs reduce dependency on central
entities and are transparent and effi-
cient because processes are written in
code and automated. However, there are
unresolved liability issues with DAOs,

—

and they may still require human inter-
vention in the event of unforeseen
events. For example, in 2016, due to a
DAO hack in the Ethereum blockchain in
which more than 3.6 million Ether were
stolen, a profound change was made to
the program code (a so-called hard fork])
to reverse the hack.’' This protocol
change led to the co-existence of Ethere-
um Classic and Ethereum. The latter
has the largest market capitalization
next to Bitcoin and is a core backbone of
NFTs and decentralized finance (DeFi).

Blockchain in
corporate practice

In practice, companies usually pursue combi-
nations of these goals, and the goals build on
each other. Integral data storage and process-
ing is a minimum prerequisite for automation
and cooperation with blockchains, which in
turn are prerequisites for creating distributed
value networks.

Discussions about the potential applications
of blockchain technology often revolve around
the complete elimination of intermediaries
through distributed value networks. However,
suppose the goal of blockchain use is to
increase data integrity, automation, or cooper-
ation efliciency. In that case, it is still possible
for a central entity or consortium of business
partners to control the network. In 2019, over
80% of permissioned blockchain applications
deployed by enterprises worldwide were con-
trolled by a centralized entity.** Accordingly, it
is not necessarily required to abolish proven
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structures, such as central service providers,
to deploy blockchain beneficially.

For enterprise applications, permissioned
blockchains play a significant role. A network
of business partners wants to remain in control
of the value network and be able to ensure that
data confidentiality is maintained. The applica-
tion is distributed on multiple approved organ-
izations’ systems to increase tamper resistance
and availability. Lastly, clearly defined interfac-
es and smart contracts securely automate data
exchange across organizations.

Many technology service providers offer
blockchain infrastructure and development
environments that allow organizations to
develop permissioned and permissionless
blockchain applications (Figure 7).

Often, the attempt to deploy blockchain tech-
nology is also a driver for standardizing exist-
ing manual processes, as this is a prerequisite
for digitizing them using blockchain. If busi-
ness processes are mapped in a tamper-resist-

ant manner using blockchain, many new
applications and business models can open
up. Electronic identities (e-IDs) are one exam-
ple: blockchain allows the secure identifica-
tion, organizations, or objects in the digital
space. This creates many new possibilities,
such as access management to buildings with-
out physical keys, tamper-resistant authentici-
ty certificates for goods, peer-to-peer
marketplaces, or a robust data infrastructure
for the Internet of Things. According to the
2nd Global Enterprise Blockchain Bench-
marking Study, most companies are pursuing
the goal of cost reduction through the use of
blockchain in the first step and subsequently
also the goal of developing new business areas
and increasing revenues.**



Tracing gold using digital twins

Switzerland plays a central role in the
global gold market. Over a third of gold
is refined in Switzerland and Zurich is
one of the most important global trading
centers for gold alongside London. Data
exchange along the gold value chain is
characterized by data silos and a lack of
data standards; thus, transparency, effi-
ciency, and protection against counter-
feiting suffer. Creating transparency
about gold’s origin and provenance while
maintaining confidentiality regarding
ownership, prices, and sourcing vol-
umes remains a challenge.

aXedras was founded by specialists from
the precious metals and IT industries to
develop a specific product platform that
addresses these challenges. The solu-
tion was found in a permissioned DLT
system, through which 30 members
already exchange data globally on phys-
ical products while maintaining sover-
eignty over confidential transaction
details. Each physical product receives a
digital twin with an integrity certificate
that provides tamper-resistant docu-
mentation of origin and chain of custody
along the supply chain, ensuring the
integrity of data and the products. This
increases efficiency for members in col-
laborating along the supply chain and
transparency to buyers (industrial, jew-
elry, and watchmaking companies) and
financial investors.

GDI Gottlieb Duttweiler Institute

The most significant difficulty in imple-
mentation was convincing the independ-
ent players in the global value chain to
join the network. Good contacts and
relationships in the gold industry and the
neutral position of aXedras as a pure
technology provider were helpful. This
platform, proven for gold, has the poten-
tial to digitize further supply chains for
high-value products, thus ensuring
greater transparency, efficiency, and
trust. An expansion of the platform is
foreseen.
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Blockchain applications in various industries

The benefits of blockchain described above
offer advantages in many industries. Due to the
continuing digitization of processes, which was
further spurred by the COVID-19 pandemic,

Sector Category

Payments

Investments & loans

Insurance

Other

Publications

Art

Gaming & streaming

Communication

Sport

Gambling

Education

Energy

Waste management

N

the number and types of blockchain applica-
tions will likely continue to grow. Figure 8 illus-
trates the possible applications of blockchain
technology in 10 different industries.

Application

Cryptocurrencies & exchanges

Cross-border payments in real time
Peer-to-peer payments

Commission-free share trading

Traceable sustainability investments & donations
Crowdfunding

Open capital markets

Peer-to-peer lending

Independent credit ratings

Digital document management
Tamper-resistant wills

Protection of intellectual property & copyright
Censorship avoidance

Distributed investments in artwork
Authenticity certifications for artwork

Rights & license management of intangible artwork
Gaming rewards with tokens

Peer-to-peer video streaming

Safe messaging

Rewards for social media content creation
Direct investment in sports

Safe online gambling

Authentication of education certificates
Guarantees of origin of electricity
Peer-to-peer energy markets

Secure data exchange in smart energy grids
Automated handling of oil & gas transactions
Optimized recycling with product tags

Incentive schemes for recycling

Figure 8: Based on CB Insights (2022)%° and further research.
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Blockchain in Switzerland
and internationally

Since the introduction of the blockchain idea
in 2008, the number of blockchain companies
has increased steadily. The volume of invest-
ment in such companies also increased signif-
icantly. According to information from the
portal Blockdata, by far, the most investments
in blockchains in 2021 were made in the Unit-
ed States, followed by the United Kingdom,
Hong Kong, Canada, and France.*® According
to Blockdata, 81 of the world‘s 100 largest list-
ed companies were already using or testing
blockchain technology in September 2021.%

Switzerland is considered a global leader in
blockchain technology development. Advan-
tages associated with Switzerland include the
availability of experts, a high level of political
and economic stability, openness to new tech-
nologies, and clear and pragmatic regulations
in the area of blockchain.*® For example, in
2018, the Swiss Financial Market Supervisory
Authority (FINMA) became the first regula-
tor to publish guidance on the classification of
tokens and Initial Coin Offerings (a method of
acquiring capital via tokens).” Laws for dis-
tributed electronic registries and DLT trading
systems in Switzerland were in force since
August 2021.*° Switzerland is also at the fore-
front of blockchain research. The University of
Zurich’s Blockchain Center ranked first in the
Western world in 2022 in an international
ranking conducted by CoinDesk and MIT.*

Zug is a hub for blockchain companies because
it is home to Crypto Valley, a federally funded
association for blockchain and cryptography.
According to a study by CV VC, more than
1,100 blockchain companies were active in
Switzerland in 2022. A separate query on the
company database Crunchbase shows that
most Swiss blockchain companies develop

applications for the financial sector, followed
by companies that generally advance block-
chain technology, for example, in the form of
blockchain enterprise platforms. This con-
firms Switzerland’s expertise in developing
blockchain applications in the financial indus-
try and beyond.

Below, we present global and Swiss statistics
on the use of blockchain. The industry classifi-
cations used in the statistics differ, as they
come from different sources.



Global blockchain statistics

Blockchain investments by venture capital funds, banks, and large companies
by industry and economic sector in 2021
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Operational enterprise blockchains
by industry in 2019
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Figure 10: Rauchs etal. (2019).4 Based on a study of 67
operational, permissioned blockchain applications inan
enterprise context.
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Figure 11: Rauchs et al. (2019).% Based on a study of 67
operational, permissioned blockchain applications inan

enterprise context.



Swiss blockchain statistics
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Figure 12: CVVC (2023).
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Figure 13: Own query on Crunchbase.com (date: 19.10.2022).
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Figure 14: CV VC (2023).4 Only cantons with more than 20 companies are mentioned.
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The shift to distributed
value networks

“Blockchain enables entirely new business
models. Thanks to this infrastructure
technology, data and value can be stored
and traded efficiently, resiliently,
transparently, and securely.”

Roger Siiess, CEO, Green

Today, most companies use blockchain to
increase the integrity and availability of digi-
tal infrastructures, leverage efficiency and
cost-cutting potential, and tap into new busi-
ness areas. Many experts believe that, in the
long term, blockchain could completely dis-
solve existing centrally organized structures
in favor of distributed value networks. Ques-
tions of whether, how, when, and with what
probability these scenarios will occur are usu-
ally left open. This change is not only a tech-
nological but also a social process that requires
the solution of many conflicts of interest.
Therefore, we should critically scrutinize such
predictions. Nevertheless, perceiving such
visions is essential to discussing the technolo-
gy’s opportunities and risks.

In the following section, we use examples
from four industries to illustrate the hopes
placed in distributed value networks and then
discuss their advantages and disadvantages.

What is Web 3.0?

Web 1.0 refers to the Internet of the past,
in which people mainly surfed static
websites without creating or sharing
content themselves. Web 2.0 describes
today’s Internet, wherein users commu-
nicate and share content. These interac-
tions take place primarily on large
platforms controlled by a few compa-
nies that generate profits from the col-
lected user data. Web3 or Web 3.0 are
collective terms for many visions of the
future of the Internet, in which digital
content and revenues generated with
data are shared fairly among users, cre-
ators, and providers. Platforms are not
owned by a few powerful companies but
by the participants who take part in the
development and thus receive shares.
Blockchain is the foundation of this
vision, as it allows the management of
ownership and transactions between
many participants in a tamper-resistant
and automated manner.“8



Visions of distributed
value networks

Sharing economy
Today

The sharing economy intends to increase the
utilization of goods through shared use, there-
by reducing the number of goods produced.
Although the sharing economy seems to be a
collaborative project, the reality is different.
Much of the shared consumption is coordi-
nated by central intermediaries. For example,
Uber organizes ride sharing, and AirBnB
manages accommodation sharing. These pro-
viders have gained so much market power that
they can dictate the terms of sharing. For
example, Uber has repeatedly been criticized
for precarious employment. Many sharing
platforms charge high fees for their services.
For Uber, it is 25% of the fare.”

Often, goods are not shared between users but
are provided by companies for users. For
example, for car sharing, companies places
new cars on roads. Whether this reduces the
number of vehicles on the streets and the
number of kilometers driven is contested.

GDI Gottlieb Duttweiler Institute 35

Future

Private individuals offer their property for
use by others, especially products that are not
worth buying because they are expensive and
rarely needed. This is true not only for cars or
accommodations, but also items such as drills,
parking spaces, or tents. The initiation of
sharing transactions takes place on a platform
provided and controlled by a network of
organizations and individuals using block-
chain technology. The fee structure covers
costs but is not for profit. Sharing contracts
are concluded directly between sharers and
users (peer-to-peer). The contractual terms
for sharing are negotiated directly between
them. Requirements for sharing, such as driv-
er licenses for car sharing, are verified auto-
matically via the electronic identities of the
members, which are also realized via block-
chain. Once all transactions are concluded
the fees paid are documented transparently
and tamper-resistant for tax offices. The taxes
due are automatically calculated.
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Online publications and
advertising
Today

Free content is offered everywhere on the
Internet: on streaming platforms, news web-
sites, blogs, or social media platforms. Often,
content is shared without asking the creators
or financial compensation. Most content crea-
tors make little or nothing from creating orig-
inal content and sharing their knowledge with
others. Only a few very successful and popular
content creators or influencers earn well from
their online presence. At the same time, a
small number of companies profit significant-
ly from the voluntary sharing and consump-
tion of online content. They collect as much
information as possible about their platforms’
users to show them targeted advertising that
corresponds as closely as possible to their per-
sonal interests. For each advertising click,
money flows from the advertisers to the Inter-
net companies, and only little remains with
the content creators. The users of these digital
offerings do not know what data is collected
about them and how it is monetized. The
user-friendliness of the Internet suffers signif-
icantly from this model, since advertisements
and prompts to open an account or subscribe
to a newsletter are constantly displayed and
cover the actual content.

Future

Every contribution published on the Internet
is, by default, unambiguously assigned via
self-sovereign identities that are realized with
blockchain to its creator. Internet users have
full transparency about the information col-
lected about them. They can share their data
voluntarily or for remuneration and set the
conditions themselves. An open market for
content and data thus evolves. For example,
people receive financial compensation if they
provide their data for advertising purposes
and agree to see advertisements. The revenue
generated by advertising is automatically
divided among the data-sharing individuals,
the operators of portals or blogs, and the con-
tent creators. Reusing intellectual property on
the Internet is automatically recognized and
compensated for with cryptocurrencies and
smart contracts.



Electricity trading
Today

Electricity is mainly generated in central pow-
er plants, distributed by grid operators, and
sold to households by energy suppliers. The
origin of the electricity—which power plant it
comes from, used energy carriers—is certified
with so-called guarantees of origin, and con-
solidated in central registers. This allows the
monitoring of the electricity mix and ensures
that producers and suppliers only sell pro-
duced electricity. According to a decree by the
Swiss Federal Department of the Environ-
ment, Transport, Energy and Communica-
tions, electricity suppliers have to inform their
customers and the public once a year about
the energy carriers used to generate the elec-
tricity and whether the electricity was generat-
ed in Switzerland or abroad.* However,
consumers do not know which plants generat-
ed their electricity. Small electricity genera-
tion plants, such as photovoltaic systems on
the roofs of houses, are not registered in the
system at all. If the central systems for moni-
toring certificates fail, there is a risk that
important information will be lost.

“In future energy systems, many entities,
such as PV systems, storages, electric vehicles,
heat pumps, and buildings, are connected via

Internet of Things technology. Blockchain

could enable secure and reliable data
exchange between them.”

Dr. Matthias Galus, Head Digital Innovation Office,
Swiss Federal Office of Energy
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Future

Central power plants hardly exist anymore,
and many distributed plants and storages gen-
erate and store electricity. The origin of elec-
tricity is recorded automatically via measuring
devices at generation plants and stored in a
tamper-resistant, highly available blockchain
register. This ensures that generated electricity
is sold only once, with the correct characteris-
tics. Private households that both consume
and generate electricity can sell surplus elec-
tricity directly—without detours via electrici-
ty suppliers—to consumers (peer-to-peer).

Consumers have insight into the origin of the
purchased electricity via blockchain, can flex-
ibly change suppliers, and compile their elec-
tricity mix right down to the generation plant.
The electricity price is calculated automatical-
ly and in real time from current supply and
demand. If the electricity supply lowers, the
price rises immediately, creating incentives for
expanding renewable energy. System failures
are unlikely because it is operated not by a
central instance but on many distributed
nodes of a blockchain network.
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Payments
Today

The banking industry is teeming with inter-
mediaries responsible for processing payments
between different parties. Banks execute pay-
ments on behalf of individuals and organiza-
tions, and transactions between banks are
processed via the Swiss Interbanking Clearing
System, which is operated by SIX. Credit card
companies ensure people can make cashless
payments at many merchants in Switzerland
and abroad. A single credit card payment
involves three entities that settle the payment
between the buyer and the merchant.*® Each of
these entities wants to make money, and mer-
chants and cardholders bear the cost of doing
so. From a technical point of view, real-time
transfers with countries like the U.S. are
already possible. However, many regulations
make international payments cumbersome,
slow, and expensive. Banks that grant loans or
manage investments also charge substantial
fees. If the systems of a central intermediary
fail, many services are no longer available.

Future

People can send money directly (peer-to-
peer) from smartphone to smartphone via a
digital wallet without intermediaries. The
transfer is free of charge and works in real
time, even across national borders. People
can lend each other money 24/7 from any-
where in the world and freely negotiate the
conditions of the loan. Investments in com-
panies are no longer processed via service
providers, but directly and without fees
between the money lenders and the compa-
nies. Since everything is fully automated,
costs are low, making it possible to invest in
smaller companies that are not traded on the
stock exchange. This is realized with legally
secure, self-sovereign identities and the auto-
mation of payment and investment processes
using blockchains and smart contracts. The
system hardly ever fails because it is not oper-
ated by a central entity but in a distributed
manner, collectively by many participants.

What is decentralized finance?

Decentralized finance (DeFi) is a block-
chain system for managing digital assets
that is operated without intermediaries
(peer-to-peer]. Almost all traditional
banking services, such as account man-
agement, remittance, credit transac-
tions, or securities trading, can be
processed via the system. By using
blockchain and eliminating intermediar-
ies, the speed of the system increases,
and costs decrease.®’



Advantages and disadvantages of
distributed value networks

If a digital application is no longer operated on
the computer systems of a central instance but
on the systems of several participants, availa-
bility, tamper resistance, and protection
against cyber attacks increase. In distributed
value networks, also decision-making author-
ity is spread across many shoulders to prevent
power concentration. Future distributed value
network scenarios usually focus on advantag-
es and disregard disadvantages. However, the
concentration of decision-making power can
also benefit certain decisions. Two examples
are provided as follows:*

> Decisions that require a significant amount
of expert knowledge and experience: This
may be the case with decisions to invest in
radical innovations whose long-term bene-
fits are difficult to assess today.

> Decisions aimed at keeping an organization
healthy in the long term but may have a
negative effect on many in the short term:
An automaker’s decision to move entirely to
e-mobility and mobility-as-a-service may
be profitable for the organization in the long
run. However, employees in the production
of combustion engines would not necessar-
ily support this decision.

The concentration of decision-making power
aims to ensure consistency and predictability
in organizations and systems. The focus shall
lie on the organization’s long-term health
rather than individuals’ benefits.”®> However,
this increases dependence on leaders, and the
potential for power abuse increases. For exam-
ple, on large platforms with few alternatives,
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platform operators can dictate the terms of
service. Large intermediary platforms such as
Booking.com or Uber are frequently accused
of exploiting their dominant position at the
expense of hotels or taxi drivers.’* Distribut-
ing decision-making powers among many
network participants (for example, hotels or
taxi associations) could be a remedy.

There is no universal answer to determine the
to which extent strategic decision-making
power should be concentrated or distributed.
Democratic systems attempt to combine the
advantages of distributed and concentrated
decision-making: citizens elect their political
representatives at regular intervals, delegating
decision-making powers to them for a speci-
fied period. Through the separation of powers,
different state organs exercise some control
over each other. Similar systems also exist at
the corporate level: In Swiss and German stock
companies, boards of directors and superviso-
ry boards supervise management, with both
bodies being controlled by shareholders’” gen-
eral meetings. These are attempts to exploit the
advantages of concentrated decision-making
while at the same time preventing abuse of
power through control mechanisms.
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Blockchain and power
concentration

Even if decision-making powers are distribut-
ed in the network, structures in or around the
network that promote power concentration
may evolve.

Bitcoin miners decide whether to accept a
change by installing software updates. The
changes it contains are accepted only if most
miners install a particular software update. In
principle, each miner can make their own
decision. In practice, however, some have sig-
nificantly more influence than others, because
community acceptance of changes depends
on the support of a Bitcoin elite. Most influ-
ence have core developers who review Bitcoin’s
code and large miners who provide much
computing power to the blockchain network.>
The 50 largest miners (0.1% of all miners) con-
trol about 50% of the computing power used
for mining.>® Several times in the past, Bit-
coin’s core developers have tried to convince
large miners to support a particular update.”

Also, not all users of a digital service desire to
participate in the provision of the service and
be involved in all decisions. For many consum-
ers, the availability of a trustworthy and
user-friendly service is the most important fac-
tor. People are happy not to have to worry about
technical issues. Private, for-profit companies
have recognized this and provide services to
simplify the use of blockchain applications,
which can lead to power concentration. Coin-
base, one of the largest cryptocurrency trading
platforms, is a private for-profit company with
a large impact on the cryptocurrency market.
The so-called “Coinbase Effect” describes how

the price of a cryptocurrency increases as soon
as it is announced that it will become tradable
on Coinbase. However, the effect seems to
decrease as more cryptocurrencies are traded
on Coinbase.”® Still, a golden rule for many
cryptocurrencies is, “Get listed on Coinbase,
and your price will skyrocket.”™  Another
example is the cryptocurrency trading plat-
form FTX, which filed for bankruptcy in
November 2022, triggering a drop in the value
of many cryptocurrencies.®

To effectively prevent power concentration, it
is necessary to distribute decision-making
power across many organizations in overarch-
ing value networks that may consist of several
blockchain applications. At the same time,
incentive mechanisms must ensure that par-
ticipants cooperate, even in conflicts of inter-
est. Blockchain technology does not solve
conflicts of interest per se. However, it is a
vehicle that has triggered interest in distribut-
ed value networks in many sectors. Block-
chain’s technical characteristics—distributed
operation, tamper-resistance, decision rules
that can be fixed in smart contracts, and
tokenization—are conducive to developing
distributed governance structures. Many
blockchain companies have already proven
that the concentration of power can be pre-
vented. In Tezos, any person or organization
holding at least one token can participate in
voting." Sometimes, such systems use the
number of tokens for weighting member votes,
which can promote power concentration.
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The potential of blockchain
applications in detail

To identify the opportunities of using block-
chain and the challenges of implementing
blockchain projects, we examined three poten-
tial blockchain applications in more detail:

> Self-sovereign identities

> Distributed management of sensitive data
using health data as an example

> Tracking and tracing of goods using phar-
maceuticals as an example

For each of these applications, we describe the
current status quo without using blockchain
technology, develop a target picture of a poten-
tial blockchain solution, and identify oppor-
tunities, risks, and hurdles in implementation
based on the literature and workshops with
industry partners.

Self-sovereign identities

Status quo and challenges

Many interactions on the Internet require
people to identify themselves using authenti-
cation techniques. Common techniques
include usernames and passwords, biometric
authentication (fingerprints, facial recogni-
tion), multi-factor authentication,® and online
video identification.®® In the wake of the COV-
ID-19 pandemic, authentication via the Inter-
net became even more important, for example,
for opening an account via live video and pho-
tos of documents for identification.

Today, many people create several accounts
for authentication on different websites. Stor-
ing personal data in all these systems is inefhi-
cient and creates security risks. In addition,
many outsource identity management via the
so-called social login to third parties, usually
private companies. For example, Facebook,

LinkedIn, and Google login are now often
used for authentication on other websites.
While this is a convenient alternative to creat-
ing many different logins, the practice raises
privacy concerns because identity service pro-
viders can track where and when one logs into
other services.** The case of Cambridge Ana-
lytica, which used personal data from Face-
book to influence elections in the U.S. and the
UK., has vividly demonstrated the potential
for the misuse of such data.®

In Switzerland, there have already been sever-
al attempts to create a more suitable system for
identity management and authentication
using electronic identities or e-IDs. SwissID,
for example, is a Swiss Post system for elec-
tronic identification as well as the signing of
documents. In March 2021, the Swiss elector-
ate rejected a federal law on electronic identifi-
cation services, mainly because they felt that
private companies should not act as identity
providers.®® As a result, the Federal Council
commissioned the development of a new law
that would include the following principles:*’

> Privacy by design: The system should ensure
data protection.

> Data minimization: Data flows should be
minimized.

> Distributed storage: Data should be stored
in a decentralized manner.

> State identity provider: The identity issuing
process and the operation of the infrastruc-
ture should be in state hands.

The subsequent consultation showed that a
majority preferred the use of a self-sovereign
identity (SSI) to implement the solution.®® In
addition, a majority demanded the so-called
ambition level 3, in which both public and pri-



vate entities can issue e-IDs. This means that
the state provides the infrastructure for e-IDs
and uses it to issue state e-IDs (e.g., identity
cards), but also allows others to use the infra-
structure, for example, for training certifi-
cates, work certificates, employee, and member
IDs.%’ A consultation on the e-ID Act has been
underway since the end of June 2022.7°

Target image
In contrast to the traditional identity para-
digm with a central identity authority, SSI is a
concept that allows individuals, organizations,
or machines to digitally generate an e-ID and
manage it themselves, usually in an SSI-ena-
bled app, a “wallet,” on the smartphone.

Issuers supply so-called verified credentials to
credential holders (e.g., citizens), who store
them in their wallets on their smartphone. In
the case of identity cards or passports, the
issuer would be the state; in the case of driver's
licenses, the road traffic licensing authority; in
the case of graduation certificates, the univer-
sity; and in the case of personalized concert
tickets, the point of sale or concert organizer.
Holders transmit their credentials from their
smartphone wallet to a verifying party (e.g.,
the police that checks a driver’s license) via a
secure channel. The verifier checks the authen-
ticity of a credential with cryptographic proof
stored in a register. The register is realized
with blockchain to ensure data immutability
and avoid a single point of failure.
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“Using blockchain, we can create
identification solutions for secure and trust-
worthy interaction in the digital world,
even if we don't know our counterpart.”
Orlando Hirt, Managing Director, OVD Kinegram

To ensure data minimization, citizens can
always decide which data they share with ver-
ifiers. These “zero-knowledge proofs” also
support data minimization. They guarantee
that only the minimum information neces-
sary for interaction is shared.” This is not pos-
sible with today's physical ID checks. For
example, for age verification, one has to pro-
vide their entire ID, which includes additional
information, such as one’s name.

One advantage over conventional identity ver-
ification procedures is that verifiers do not
have to ask the issuer of a credential directly
whether it is genuine, but can verify authentic-
ity independently via the register. As a result,
neither an issuer nor a social network can find
out via its social login service with whom cre-
dentials are shared. To ensure privacy by
design, the register does not store the actual
credential data, but only the cryptographic
proofs (“hash values”) to check the creden-
tial’s authenticity. The credentials are stored
exclusively on citizens’ smartphones (off-
chain) so that no one can access them without
their knowledge. Specially protected areas on
smartphones (secure elements) are used for
this purpose; however, they are not yet availa-
ble on all models.”> When a credential loses its
validity, it can also be stored in the register.
Citizens can also generate credentials, for
example, pseudonyms, for logging into
streaming platforms.
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Figure 15: Based on Federal Office of Justice (2021).

In principle, SSIs can be used to identify indi-
viduals, organizations, and machines, for
example, for the Internet of Things (IoT). Fig-
ure 15 shows the basic architecture of the SSI.
The solution could also be used in the physical
world, for example, for access management of
rooms without physical keys.

According to the Federal Office of Justice’s
Discussion paper on the target vision for an
e-ID, the state would provide several func-
tionalities:” an automated process for issuing

e-IDs through the Swiss Identity Service, soft-
ware for issuing and verifying state e-IDs and
other credentials (Institutional agent), and a
secure wallet for storing the credentials on cit-
izens’ smartphones. The state would also pro-
vide the distributed registry, an identity hub,
to allow people to manage their identities
(including backups), and an authentication
service that state and private platforms can
use as a login service.”” The system should
allow the minimal use case of issuing and ver-
iftying government e-IDs to be realized exclu-
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Figure 16: Based on Federal Office of Justice (2021).” The functionalities provided by the state are
highlighted in light blue.

sively with government-provided components.
Nevertheless, the goal is to open the system for
use by other providers. Third-party applica-
tions also need to ensure accordance with
principles such as data minimization or priva-
cy by design. Figure 16 illustrates the func-
tions that the state provides according to the
target vision e-ID.

Opportunities
Our industry partners consider data protec-
tion and data security to be the main advan-
tages of SSI. Citizens have full control over
their credentials and can decide with whom
they share them. As a result, less personal data
resides in other companies’ systems, reducing
the risk of misuse. Hacker attacks on personal
data become less attractive as the centralized
storage of personal data diminishes. SSI can
also be a means for raising awareness among
the population on data protection. Today,



INDUSTRY

Online services (for
example, e-banking,
e-commerce)

Transportation

Buildings

Travel and events

Public sector

Processes and applications simplified or
enabled by SSI

APPLICATION

User-friendly and secure login to online services
Faster onboarding of new customers including legitimation checks (know your customer)
Secure online trading

Secure peer-to-peer marketplaces without intermediaries

Digital vaccination certificates
Electronic health records
E-prescriptions

Online medical consultation

Secure peer-to-peer marketplaces for car sharing and ride sharing
Digital identification of vehicles for interaction with fuel or toll stations

Digital driver’s logbook

Secure digital access control to buildings and rooms

Secure property and room rentals

Contactless hotel check-in
Faster check-in at airports

Personalized event tickets

E-voting
Digital issuance of documents such as residence confirmation

Faster admission of refugees

Table 3: Based on own research.



many citizens are still careless with their
data, whether it is health data collected via
health trackers by private companies or sen-
sitive documents uploaded to a private pro-
vider’s cloud. SSI could demonstrate that
data-driven services can be delivered with-
out giving private companies access to a lot
of personal data. Finally, SSI could help close
media disruptions. For example, certificates
of residence or extracts from debt collection
registers could be applied for and issued
exclusively digitally”” Media disruptions
may also be avoided when interacting with
private companies, for example, during
check-ins at airports.”

Table 3 shows an overview of existing process-
es and new applications simplified or made
possible by a functioning SSI. Ultimately, the
population’s trust in digital services could
grow if a distributed infrastructure is used to
provide identity management without a pri-
vate company controlling it. The disclosure of
the open source code would further strength-
en trust in the application.
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Hurdles and risks

One key question concerns how decentral-
ized an SSI can be if the state mainly pro-
vides the necessary infrastructure. On the
one hand, this could pose the risk that citi-
zens and companies do not fully trust the
solution, leading to low adoption. On the
other hand, the Swiss electorate rejected a
solution coordinated by private identity pro-
viders. Thus, creating a distributed solution
that is jointly controlled by the state and by
private companies could be a suitable
approach. DigitalSwitzerland, an association
for digital innovation in Switzerland, also
suggested this approach.”

To promote acceptance and trust in the tech-
nology, educational work on the functioning
and security of SSI is also necessary. Suppose
that the solution does not find broad accept-
ance. In that case, there is a risk that many
incompatible identification solutions exist in
parallel, impairing user friendliness. Develop-
ing an SSI solution also requires considerable
cross-national coordination because regula-
tions, e.g., data protection, are not yet compat-
ible,** leading to questions about what data
may be requested from users. Governance
design also affects data security. The fewer
actors involved in providing SSI, the likelier it
is to create a single point of failure. For
instance, a solution operated in Switzerland
can fail due to Switzerland’s telecommunica-
tions networks facing outages.

An SSI solution cannot fully guarantee data
protection compliance. There is no way to
control how organizations handle the infor-
mation they receive through an SSI solution.
One remedy to this problem is requiring cre-
dentials to be resubmitted for each transac-
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tion. For example, driver’s licenses could be
resubmitted each time when booking a
shared car instead of storing it in the driver’s
account. However, there is no technical way
to guarantee that a provider does not save the
license in secret.®!

In addition, organizations may request signifi-
cantly more personal information than they
need. This is frequently the case today. For
example, the Facebook Messenger app wants
access to phone numbers, text messages, calls,
and emails—all unnecessary information to
provide the messenger service. Finally, the
possibilities for collecting data from citizens
are increasing if more and more manual pro-
cesses are digitized with the help of SSI. For
example, if room access management by physi-
cal keys is replaced with SSI, the system could
collect data about people entering the premises.

If the credentials are stored exclusively on cit-
izens’ smartphones, they would be lost if the
smartphone is lost. Creating a backup in
another location could negate the data protec-
tion benefits of SSI. Solutions to this problem
are currently in development.®’

Some industry partners expressed concerns
regarding the performance of blockchains in
terms of throughput, speed, and scalability.
However, other study partners and the rele-
vant technical literature consider this chal-
lenge to be solvable due to the continuous
development of the technology. The decisive
factor is the solution architecture.®*

The Decentralized Identity Foundation and
the World Wide Web Consortium are driving
the development of global standards on the
Internet for SSI.% The EU also develops an

international SSI solution as part of the Euro-
pean Self-Sovereign Identity Framework.®
IDUnion is an example of a distributed SSI
solution involving more than 50 public and
private players in German-speaking coun-
tries.¥ KILT is another private sector-driven
project for SSI, in which the community—
instead of intermediaries—decides how the
solution works.*

Summary

SSI provides clear advantages over the
authentication solutions commonly used
today: citizens can manage their identities,
control access to their personal data, and
cannot have their behavior tracked by third
parties. However, even with SSI, privacy prin-
ciples could still be violated, as citizens can-
not control what happens to their data once
they share it. Companies may also continue
to request and collect unnecessary amounts
of data. Therefore, compliance with data pro-
tection principles must be ensured by tech-
nology and regulations (for example, through
sanctions). Despite these challenges, a func-
tioning SSI would significantly improve the
current status quo and strengthen informa-
tional self-determination.

SSI is also an enabler of many new applica-
tions and business models, especially for peer-
to-peer businesses. For example, secure and
automated identification enables contracts for
vehicle sharing to be concluded directly
between renters and rentees, reducing depend-
ence on platform operators who charge inter-
mediary commissions. A working SSI could
also be used in the physical world, for exam-
ple, for access management to rooms without
keys or security checks at airports without
physical badges.



Central to successful SSI implementation is a
solution architecture and governance struc-
ture that both companies and citizens trust
and is internationally compatible. Since many
are skeptical about SSI (or blockchain in gen-
eral) and do not fully understand the technol-
ogy, further education is needed. The
consultation process initiated by the Swiss
Federal Office of Justice assists in identifying a
solution that is broadly accepted.

Use of blockchain in Estonia

Ten years ago, Estonia started using
blockchain in  e-government and
e-health. Today, blockchain technology
is used for managing ID documents,
health data, electronic prescriptions, tax
returns, or for electronic voting. Sensi-
tive data is not stored directly on the
blockchain but in government systems.
However, blockchain helps ensure the
data’s integrity by making unauthorized
changes very unlikely.

Public trust in digital technology is quite
high in Estonia. The country was one of
the first to introduce e-1Ds around 20
years ago. Almost 50% of the popula-
tion voted online in the 2021 local elec-
tions.®? The canton of Jurain Switzerland
has tested the Estonian blockchain
solution to make digitally issued official
documents tamper-resistant. Further-
more, it has been using blockchain for
debt collection register extracts since
February 2022.%°
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Distributed management of
sensitive data using health data
as an example

The amount of personal data collected and
processed digitally is continuously increasing.
Despite the revision of data protection laws in
Switzerland and the EU, many citizens are
concerned about the use of their data on the
Internet. According to a survey conducted in
Germany in 2021, concern about a lack of pri-
vacy was the second most important reason
why people turned away from social net-
works.”" This seems justified, as many online
services had to pay hefty fines for violating
privacy laws.”? Blockchain can help strengthen
the protection of sensitive data and informa-
tional self-determination. In the following
section, we analyze this using the example of
health data.

Status quo and challenges
Systems for the electronic and consolidated
storage of health data—electronic health
records (EHR)—are currently being devel-
oped in Switzerland and neighboring coun-
tries. According to the Swiss Data Protection
Act, processing health data is subject to strict
requirements because health data is personal
data requiring special protection (sensitive
data). For example, data collectors have to get
explicit personal consent and inform data sub-
jects about the collection, even if health data is
gathered via third parties.”

Today, health data is usually stored in the sys-
tems of the institutions that collect it (for
example, in doctors’ offices or hospitals). As a
result, different institutions record the same
data multiple times. If data exchange takes
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place, it is often not automated.” Due to the
scattered, unlinked data silos, neither patients
nor doctors have a complete view of patients’
health histories, negatively impacting the
quality of medical diagnosis and treatment.”
Furthermore, there is a risk of data theft
through cyber attacks if institutions do not
adequately protect their systems. Stolen health
data is big business on the darknet.”

The goal of the EHR is to solve these prob-
lems by centrally managing data. At its core
is informational self-determination: an EHR
can only be created with personal consent,
patients have full control over their data and
access to it, and every transaction must be
recorded. Since healthcare is the responsibil-
ity of the cantons, with different require-
ments depending on the canton, Switzerland
chose a decentralized EHR structure:”” Tech-
nical-organizational associations of medical
professionals can offer EHR systems that are
audited by a certification body. As of Novem-
ber 2022, eight associations in Switzerland
passed the audit, and about 13,000 EHRs
were opened. The project is significantly
behind schedule compared to the initial plan-
ning, mainly due to the complexity of the
certification procedures.’®

At the same time, several stakeholders in Swit-
zerland are working on a value-based health-
care system. Today, billing for medical services
is usually based on fixed-cost rates. The idea
behind value-based healthcare systems is to
link payments to actual improvements in
health. Therefore, additional data on the
health of individuals, even after treatment, is
required. Further measures to increase effi-
ciency in healthcare are preventive healthcare
and encouraging patients to treat themselves

if possible (self-care).”” Finally, people increas-
ingly use commercial mobile health services
for healthcare monitoring and prevention.
Many technology companies collect health
data on a large scale with fitness and health
apps. In a 2021 survey conducted in Switzer-
land, 36% of respondents said they used apps
for fitness and exercise.'”

By creating consolidated views on securely
stored health data, an EHR not only improves
medical treatment and diagnosis, but also
supports the realization of a value-based and
more preventive healthcare system. The health
data stored in such a system would also be
interesting for health research or other
data-driven business models, such as insur-
ance premium discounts for healthy lifestyles.

Target image
In the following, we illustrate one way to map
the system described above using blockchain
technology, taking into account current litera-
ture and our industry partners’ opinions.'”!

All parties interact with the system through a
front-end application that offers different
functionalities, depending on their needs.
When a healthcare provider generates new
data about a person, they can add it to the
patient’s healthcare record, which is secured
with blockchain with the patient’s consent.
However, the actual health data, such as lab
results or X-rays, remain off-chain in the pro-
vider's database. In the blockchain itself, only
metadata (references to the storage locations
of the data), access permissions, and the hash
value of the data are uploaded. This is neces-
sary because personal data must be erasable
according to data protection law (the “right to
be forgotten”), which contradicts the immuta-



bility of data on blockchains. Instead of decen-
tralized storage in healthcare providers’
systems, data could also be stored in a central
database operated by a trusted party. Howev-
er, this has consequences for the data’s availa-
bility, integrity, and confidentiality."**

“Many data silos exist in healthcare. Block-
chain offers a way to manage them efficiently
and securely, increasing the quality of diagno-

sis and treatment.”

Dr. Daniel Heller, Chairman of the Board of Directors,
Kantonsspital Baden AG

Patients can view their data and manage
access permissions. Since they can also revoke
access rights, this concept is called dynamic
consent.'” Patients receive notification for all
new data processing or access requests and
must give explicit consent. Smart contracts
ensure compliance with access rights and
automate data exchange. If, for example, an
insurer wants to access the data, the smart
contract automatically checks whether the
insurer is authorized to do so. Only if this is
the case is the data made available from off-
chain storage. At the same time, data integrity
is checked with the hash value. Incentive
mechanisms, such as payments for the provi-
sion of data, for example, data donation for
research purposes, could also be stored in
smart contracts. Figure 17 shows the basic
architecture of the system.

The unique identification of all parties involved
in an EHR is also relevant for this use case but
will not be discussed further here. In principle,
blockchain offers possibilities for the unique
identification of persons, organizations, and
machines, as explained in more detail in the
use case for self-sovereign identities.

GDI Gottlieb Duttweiler Institute 51

Opportunities

According to the industry partners, combin-
ing off-chain storage of sensitive data with
access management implemented via block-
chain is a feasible and fundamentally suitable
solution from a technical perspective. Since
patients manage access to their sensitive data,
the solution leads to more personal responsi-
bility. The complete view of a person’s health
data, including all vaccinations and medica-
tions, has many advantages, for example:

> Improved diagnosis and therapy in practic-
es and hospitals

> Higher-quality and tailored treatments for
patients

> Development of new therapies and preven-
tive measures in medical research

> Cost savings for insurers and insurees due
to improved prevention and treatment

The regulation of access rights via smart con-
tracts eliminates manual data exchange pro-
cesses and avoids redundant data queries.
Patients retain control over their data and
manage access rights themselves. The manip-
ulation of data is unlikely due to hash values.
Cyber attacks on blockchains are unappealing
because the data is distributed and not stored
centrally. However, the data stored in the IT
systems of the data creators (for example, in
the practice or hospital) remain potentially
vulnerable. Based on this system, a market-
place for health data could be created. Patients
could offer their data anonymously to other
organizations, such as research institutes, in
return for a service.



Architecture of a system for the distributed management
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Hurdles and risks

The hurdles identified here coincide consider-
ably with the challenges of self-sovereign iden-
tities because both applications aim to store
personal data in a confidential and tamper-re-
sistant manner, and empower citizens to man-
age access to it. Thus, the creation of a system
that patients and all other stakeholders in the
healthcare system trust is challenging. Educa-
tional work is necessary to gain patients’ trust,
taking the privacy paradox into account. This
states that most people are willing to share
data despite major privacy concerns, for exam-
ple, when using social media or health track-
ers. One explanation for the paradox is that
people are more willing to put their worries
aside and share information if they expect
concrete added value for them. Therefore,
when communicating an EHR solution, the
focus should be on concrete benefits that can
be realized quickly, such as the possibility of
improved diagnosis or personalized recom-
mendations. If communication emphasizes
data protection issues instead, patients might
become skeptical. Patients could also be incen-
tivized through the financial benefits of shar-
ing data. Health insurers already grant
discounts when policyholders share specific
health data with them.'*

A similarly big challenge is to convince all
stakeholders in the healthcare system of the
EHR’s value, i.e., providers (hospitals, doctors’
offices, ancillary and nursing services, pharma-
cies, laboratories, and pharmaceutical compa-
nies), partners (technology companies, health
insurers, and research institutions) and other
stakeholders (Federal Office of Public Health,
interest groups, etc.). Many stakeholders would
need to invest in standardizing and adopting
data exchange formats. Also, not all organiza-
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tions might be willing to give up their sover-
eignty over collected patient data. If data control
is entirely in patients’ hands, they might also
favor other institutions with data donations.

To address these issues, our industry partners
believe that a governance structure that fos-
ters collaborative control over the system is
required. It must provide fairly-distributed
incentives for all stakeholders. The govern-
ance structure also impacts the solution’s
acceptance. On one hand, distributed govern-
ance, where no party can individually control
the system, can build trust because the parties
can monitor each other, and manipulation
becomes unlikely. On the other hand, patients
may be more willing to trust a nameable
organization. This is the case today, for exam-
ple, with banks, which centrally manage and
process their customers’ financial data and
transactions.

As with SSI, a challenge is that patients cannot
control what happens to their data once they
share it. For example, in the U.S., a menstrual
cycle monitoring app sold personal data to
Facebook.' In another case, GPS data of peo-
ple who visited abortion clinics were sold
online.'*® Even if this data is anonymized, indi-
viduals can often be identified by linking data
from different data sets."”” Cyber attacks are
also possible, particularly if data requesters
store received patient data on their systems.
Data could be lost if off-chain systems that
store patient data fail. Finally, smart contracts
are binding in the legal sense according to the
code-is-law principle, but liability and the pos-
sibility of legal action are unclear, which leads
to uncertainty.
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“Blockchain allows taking back
control of sensitive health and financial data,
strengthening citizens’ informational
self-determination.”

Dr. Samyr Mezzour, Chief Innovation Officer,
House of Insurtech Switzerland HITS

Summary
The question is not if but when and how a
more suitable health data management system
will be implemented. The status quo has many
disadvantages:

> The fragmented storage of health data is
inefficient.

> It does not enable patients to control their
data.

> It prevents a complete view of a patient’s
health history, which affects the quality of
diagnoses and therapies.

The main advantage of the blockchain solu-
tion described above is that it provides a con-
solidated view of health data and allows
patients to control their data and access to it.
Blockchain ensures that data cannot be
manipulated by third parties unnoticed, and
smart contracts allow for a high level of auto-
mation in data exchange. The solution would
support the transition from institutional to
patient-oriented data management in a con-
tinuum of care network—from prevention to
early detection, therapy, and aftercare.'*®

However, we cannot blindly trust technology
because what happens to data once it is shared
cannot be controlled by technology. Other
control mechanisms, such as audits, are
required. In terms of implementation, the
biggest challenge is to ensure that the multi-
tude of different interests in the healthcare

system can work together on a solution.
Industry associations could provide support
here. Only when all key stakeholders use the
system can proper health data consolidation
occur. Ultimately, trust in data security and
user acceptance are also critical for patients
to participate. Some partners suggested that
an EHR solution should first be tested on a
small scale to demonstrate the benefits to
skeptical stakeholders.

Partial lack of trust in central instances, pres-
sure to increase efficiency, changing customer
needs, and data security are challenges in oth-
er industries. The financial industry is simi-
larly regulated as the healthcare industry,
with parallels in data protection concerns.
Today, the custody and trading of assets is
managed by intermediaries. With a distribut-
ed blockchain solution, traditional financial
products, such as lending, can be managed
autonomously via smart contracts. The hope
of decentralized finance (DeFi) using block-
chain technology is to make the financial sys-
tem more trustworthy, efficient, cost-effective,
and transparent.



Tracking and tracing of
goods using pharmaceuticals
as an example

Traceability in supply chains aims to create
transparency about the origin, transfer, pro-
cessing, and use of goods and information to
monitor and optimize processes. Customers
benefit from protection against counterfeiting,
product safety, and transparency.'”” The need
to clarify the origin of goods exists in many
industries, such as food, luxury goods like
watches, or raw materials like gold. Consum-
ers today want to know where lithium in bat-
teries comes from, and regulators want to
know the carbon footprints of companies.
Blockchain allows the mapping of physical
products in the digital space and the creation
of efficient systems for tracing and tracking
goods without one player accumulating much
market power. In the following, we explain
this using the example of pharmaceuticals.

Status quo and challenges
GS1 is an international, private, non-profit
standardization organization that provides
systems for product traceability. According to
its website, the GS1 system covers almost 100%
of all pharmaceuticals approved in Switzer-
land."® The GSI system defines number rang-
es that help to uniquely identify products,
facilities, logistical units, and other objects.
Manufacturers can create the numbers and
attach them to the packaging of pharmaceuti-
cals in the form of a two-dimensional barcode.
Actors in the value chain scan the barcodes
and add further information on process steps,
such as transport or repackaging. When phar-
macies or hospitals dispense drugs, they can
trace their origins and ensure their genuine-
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ness. Once a drug is sold, this is noted in the
GS1 system to ensure that the numbers cannot
be copied and used for other product units.
Seals on packages are used to prevent the ille-
gal replacement of drugs. In principle, manu-
facturers could transmit incorrect data on the
drugs produced to the GS1 system and instead
package counterfeit products. However, this
risk would be negligible for large manufactur-
ers, as such an approach could cause consider-
able damage to their reputations if discovered.
The Swiss Agency for Therapeutic Products
(Swissmedic) and RefData, a database in
which information on all approved pharma-
ceuticals is published, also use the national
GS1 labeling system.

For data exchange between these actors, the
Global Data Synchronization Network
(GDSN) from GS1 can be used, which consists
of 49 certified data pools (as of September
2022) and a global registry for connecting
them."! When an actor performs a process
step on items, the actor loads that information
into one of the data pools. If an actor requests
access to product data, it sends a request to a
data pool. From there, a request is sent to the
Global Registry to determine which data pool
holds the data and to determine whether the
requester is authorized to access the data. The
GDSN uses a data model that divides products
into categories and assigns attributes to each
type. Figure 18 illustrates the current system.

According to GS1, one challenge of the cur-
rent system is that smaller producers are not
connected to the GS1 system because the effort
to adopt the system is too high. In these cases,
only the Swissmedic approval number is add-
ed to the products; this does not allow for
monitoring of the origin. Also, not all hospi-
tals are connected to the GS1 system, partly
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because the GSI system is not known every-
where, and the legislator has not defined a
national standard for the traceability of phar-
maceuticals. In addition, drugs are sold in
Switzerland via the Internet by sales outlets
that are not officially authorized. Counterfeits
could also reach the market in this way.

According to some of our industry partners
and a U.S. pilot project on drug traceability
with blockchain, the system’s response time is
relatively long due to many (partly manual)
interfaces.!”? This can be problematic in the
case of product recalls. The current system
also does not allow forward tracking, i.e.,
manufacturers cannot see their drugs’ route to
the dispensary and when they are dispensed.

Target image

Our target image illustrates one way to map
the system described above using blockchain
technology. We have taken inspiration from
the U.S. pilot project FDA DSCSA Block-
chain Interoperability Pilot by IBM, KPMG,
Merck and Walmart.!* Figure 19 illustrates
the system.

Actors access the system via front-end appli-
cations. They can create product events, such
as manufacturing, shipping, or dispensing a
drug. They can also take measures to ensure
product safety, such as checking the product’s
origin or initiating a recall. Via defined inter-
faces, the front-end application communicates
with the back-end application, which writes
the product and organizational data and
retrieves them from a blockchain register. The
back-end ensures that only authorized actors
have access to the data and that only data in
the correct format is written in the blockchain.
The back-end can also connect to external sys-
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tems for automated data exchange, such as the
GS1 system or ERP systems.

There are two options for storing data: First,
all data could be stored on a blockchain. The
pilot project in the U.S. used this option. It has
the advantage that all data is unchangeable.
However, the disadvantages are that the data
is stored redundantly on the systems of the
data generators and the blockchain, the data
cannot be deleted on the blockchain, and the
data volumes stored in a blockchain can
become very large. The data stored on a per-
missionless blockchain can also be viewed by
all actors, which may lead to the disclosure of
trade secrets, such as production volumes."*

Another option is to store only metadata about
the products on the blockchain. These include
references to the storage location of the data,
the access conditions, and the hash value of
the data. The actual data would remain off-
chain in the data creator’s database. When an
actor requests data, the system checks access
rights, retrieves the data from off-chain stor-
age, and checks its integrity using the hash
value. This solution has several advantages:

> Fewer data would need to be stored in the
blockchain.

> The data stored off-chain would be erasable.

> The actual data would not be visible to all
blockchain nodes.

Off-chain storage would be mandatory if per-
sonal data were ever to find its way into the
system, because it must be erasable according
to Swiss and European data protection laws.

Smart contracts can be used to automate fur-
ther business processes. For example, if a
product is damaged during transport, a reor-
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der could be placed automatically, or a pay-
ment could be triggered automatically when a
product is received. Access authorization to
data could be controlled via smart contracts,
as described in the previous use case. In addi-
tion, sensors can be connected to the system
to upload product information to the block-
chain automatically. For example, tempera-
ture sensors on product packaging could
continuously measure ambient temperature to
ensure that cold chains are maintained. If the
temperature is above a critical value for too
long, a smart contract could automatically
mark the product as defective and remove it
from the supply chain. The Swiss start-up
Modum develops such solutions, and it was
bought by the American company Roambee
in 2021.'" In general, the more data is written
automatically to blockchains by machines
instead of manually by humans, the lower the
risk of data entry errors creeping in.

In the U.S. pilot project, a track and trace solu-
tion for pharmaceuticals was set up using a
permissioned blockchain with three nodes—
manufacturer, retailer, and dispensing point.
According to the report, the project was suc-
cessful. All product information could be
stored in the system, actors’ systems could be
connected, and drugs could be traced by all
actors and invalidated once dispensed.'® In
addition, the recalls were quickly communi-
cated to the actors.

Opportunities
Workshop participants saw the most signifi-
cant opportunities in the efficiency increase.
These relate to the elimination or simplifica-
tion of data interfaces, the immediate availa-
bility of information on pharmaceuticals, and
the automation of process steps. According to

the U.S. pilot project report, recall informa-
tion can be sent to all relevant stakeholders in
a maximum of 10 seconds. In contrast, today,
this takes up to three days."” However, latency
may increase as more actors use the system. In
addition, tamper-resistance and, thus, data
integrity increases, since it is unlikely that
data change goes unnoticed. This improves
counterfeit protection and increases product
safety. Still, according to one partner, the solu-
tion is not a disruption (i.e., a fundamental
change of processes, technologies, or business
models), but an efficiency improvement of the
existing (GS1/GDSN) system.

In the current system, all actors must at least
trust GS1 and the data pools connected to the
GDSN as they control the data exchange. If
the blockchain solution were collaboratively
operated and managed by a consortium of
organizations along the supply chain, inter-
mediaries’ dependence on them could be
reduced. This would also eliminate a single
point of failure, as the system continues to run
even if individual actors fail.

In principle, the solution offers the potential to
automate even more process steps using smart
contracts; for example, the automated pro-
cessing of payments as soon as products have
arrived or of reorders as soon as inventories
run out. For this to work, however, other sys-
tems would have to be linked.

Hurdles and risks
In the workshop, partners raised concerns
about the maturity and performance of block-
chain technology. However, other partners
involved in implementing blockchain projects
have set them aside. Nevertheless, when devel-
oping solutions, developers must carefully
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select an architecture that enables sufficiently
high performance in terms of speed, scalabil-
ity, and throughput."®

The partners mentioned the diverging inter-
ests and motivations of the actors required for
implementation as a core challenge. The cur-
rent system works sufficiently well and requires
high investments. Hence, there is no urge to
change. Complicating matters further is the
fact that drug supply chains are global: a large
number of actors are involved, and many
country-specific regulations must be consid-
ered. The system requires the development of
precise data management and exchange stand-
ards, which is difficult given the complex
requirements. Finally, the development of the
solution and the necessary parallel operation
of old and new systems generate high costs
during the transition period. Efficiency gains
can only be realized later, making it challeng-
ing to convince reluctant players. Industry
partners proposed testing the solution on a
small scale—in one country or for a specific
drug. If the expected added values material-
ize, further players could be convinced, and
the system could be scaled.

Widespread use of the system can only be
achieved if a collaboration model ensures that
the added value generated by the solution is
distributed fairly among all partners. This
includes off-chain collaboration, for example,
for decision-making on system adjustments,
and automated on-chain collaboration, for
instance, regarding the definition of data
interfaces or automated processes. GS1 has
already established a collaboration model for
many actors, which could be built upon.

If blockchains are designed to be permission-
less, the anonymity of the actors could be pre-
served. However, less trusted actors could
then gain access. Since all actors have insight
into the transactions processed on permis-
sionless blockchains, trade secrets such as pro-
duction volumes or customer relationships
could be disclosed."® There is also a risk that
actors can be identified via transaction data,
even if they are anonymized using public keys.
Blockchain actors could use changing pseudo-
nyms to make identification more difficult.
With a permissioned blockchain, only
approved actors can access the system. This
would mean that their identities could be
revealed in the approval process. However,
this does not seem problematic since compa-
nies need to know their business partners.

Another challenge is that even blockchains
cannot ensure that only correct data is stored.
The so-called GIGO principle (garbage in,
garbage out) also applies to blockchains.
Therefore, many data collection and writing
processes should be automated so that human
errors can be avoided. Finally, the system
would not prevent illegal sales of drugs over
the Internet.

Summary
The blockchain solution described for track-
ing and tracing pharmaceuticals offers clear
advantages over the current status quo: manu-
al interfaces would be reduced, processes
automated, data exchange accelerated, trans-
parency, counterfeit protection, and product
safety increased. The successful realization of
such a system depends largely on the actors’
will in the pharmaceutical supply chain.
Negotiating a suitable collaboration model
and agreeing on internationally compatible



standards will require an extensive amount of
time and high costs. The systems in use today
also took several decades to develop. GS1, for
example, was founded as early as 1974. Because
collaboration models in the pharmaceutical
supply chain have already been developed for
this system, it is advisable to build on it. At the
same time, the need for change did not seem
to be as high as for the other two applications
discussed. The current GS1 system has the
potential for improvement, but it works fun-
damentally.

“Blockchain technology, with its
decentralized characteristics, is a good fit for a
transparent and CO2-neutral energy system,
where households and businesses increasingly
produce, store and trade electricity themselves
and want to know about its origin.”

Markus Riner, Head Digitalization and IT,
Association of Swiss Electricity Companies VSE

Some of the weaknesses of today’s system can
also be solved without blockchain. These
include the lack of forward tracking, the auto-
mation of reorders, and the elimination of
manual interfaces. Nevertheless, blockchains
offer a suitable basis for digitally mapping
physical products and tracking their path
along value chains efficiently and securely.
This also provides benefits to other industries.
For example, our industry experts find great
potential in the energy industry. Blockchain
can not only digitally map flows of physical
products, but also of intangible goods such as
electricity certificates.
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Critical success factors of
blockchain projects

We have identified critical success factors in
the development and introduction of block-
chain applications and clustered these in sev-
en categories. We derived them from the
analysis of the applications in the previous
chapter and from the literature. Figure 20
illustrates all of the factors, which we explain
in the following section. The appendix con-
tains a detailed description of each factor.

Benefits and economic viability
Before starting a blockchain project, compa-
nies should conduct a business case analysis to
determine whether the features of blockchain
offer advantages over the status quo. The ben-
efits realized through blockchain must signifi-
cantly exceed the investment and operating
costs, taking into account uncertainties and
project risks. Stakeholders must fairly share
the added value and costs generated by the
solution. Successful implementation is only
possible if all those who are essential for the
solution’s success are incentivized to support
its development and use. Lastly, convincing
stakeholders with high market power to par-
ticipate in a solution can be difficult, because
the introduction of a blockchain solution can
reduce their influence.

Project design and implementation
Developing a blockchain solution and success-
fully establishing it in the market require
many resources, coordination, and time. To
ensure successful implementation, all signifi-
cant stakeholders must have a shared project
vision and realistic expectations regarding
opportunities, risks, and project duration. An
average of 25 months for enterprise block-
chain projects elapses between the initial fea-
sibility study and productive deployment.'?’
The project must bear the necessary technical

and professional knowledge and resources
(time, money, employees) to realize the solu-
tion. Since blockchain remains a relatively
young technology, is continuously being
developed, and offers a good amount of design
freedom, implementation should occur step
by step. Interim results should be tested, and
feedback should be collected and considered
in the development. The solution should be
scaled only after a successful pilot.

“Blockchain allows organizations to
collaborate in new ways and develop new busi-
ness models. However, the technology is only
an enabler. The right incentive and governance
mechanisms are important.”

Daniel Rutishauser, Head of Blockchain, Inacta

Technical implementation
Blockchain offers many design options in
technical implementation, such as access
restrictions, consensus mechanisms, the num-
ber of nodes, the design of smart contracts,
and combinations of on-chain and off-chain
data storage. Therefore, it is important to pre-
cisely match the solution’s architecture to the
long-term requirements of the use case.

In addition, media disruptions and interfaces
should be eliminated, processes automated,
and manual steps avoided. Redundant data
storage should also be eliminated if system
availability is maintained. Since the electricity
consumption of blockchains is very high in
some cases, the added value generated by the
solution must justify its electricity consump-
tion. However, high electricity consumption is
usually only a problem for permissionless
blockchains that use the Proof of Work con-
sensus mechanism.
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Data quality and security
Blockchain technology makes it more chal-
lenging to alter data unnoticed. However, it
cannot ensure that only the correct data is
captured. Therefore, it is necessary to ensure
technically and procedurally that the data
written on blockchains is accurate and that
human errors are avoided as far as possible,
for example, by automating many data col-
lection and writing processes.

Because data is stored in a distributed man-
ner, blockchains tend to be less susceptible to
cyber attacks than conventional solutions.
Nevertheless, cyber attacks are possible if, for
example, node systems are penetrated, or
intruders gain access to private keys. It is pos-
sible to attack network members’ systems
after data have been imported from a block-
chain or if data is stored off-chain. Therefore,
it is necessary to protect blockchains, node
systems, and their private keys.

Oft-chain governance structures can impact
data privacy. For example, new members of
permissioned blockchains must be approved.
Admission processes may expose their iden-
tities. Aggarwal and Kumar (2020) discuss
other possible attacks on blockchains and
protection mechanisms against them.'*!

Governance
Effective governance mechanisms ensure that
all stakeholders learn about recent updates and
decisions relevant to them through appropri-
ate channels, have the opportunity to contrib-
ute and discuss proposals, and are
appropriately involved in decision-making
processes. In addition, data models and inter-
faces must be standardized for cross-organiza-
tional data exchange. Governance mechanisms

also define procedures for dealing with con-
flicts between participants or unfair behavior
by individuals. The development of suitable
governance structures is even more challeng-
ing the more stakeholders are involved, the
more diverse their interests are, and the less
they trust each other.

Trust and acceptance
Blockchain is associated with the myth that it
makes trust unnecessary, because it makes it
difficult for members to change data without
being noticed. This is particularly advanta-
geous for peer-to-peer transactions, because
no intermediary has to ensure the partners’
trustworthiness and the transaction’s legality
and security. Today, for example, Airbnb pro-
vides this service for overnight stays in pri-
vate homes, and users pay a premium for it.
The premium could be reduced if parts of this
service are automated by blockchain.

Nevertheless, a lot of trust is necessary for
successfully establishing a blockchain solu-
tion. The partners involved in the project
must be willing to work together and trust
each other and the technology. For successful
scaling, the target group of the solution must
also trust the technologies and providers. For
example, if patients distrust an electronic
health record provider, they will not share
their health data, no matter how good the
technology is.

Only if a sufficient number of the target group
uses the system can the parallel operation of
several solutions be avoided and the expected
efficiency potentials be leveraged. Marketing
and communication play a decisive role in
the acceptance of the solution. For example,
the participating organizations can form a
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consortium and appear on the market as a
new entity with a new brand, disguising their
identities.

To gain broad acceptance, communication
should focus on tangible user benefits. Putting
too much emphasis on data protection or
security in marketing might trigger skepti-
cism and mistrust. According to Liudmila
Zavolokina, a business informatics scientist at
the University of Zurich, a “blockchain must
do what is expected of it, and its mechanisms
and objectives must be clear.”'*?

Regulation and compliance

Since blockchains facilitate the cross-organi-
zational exchange of—often personal and sen-
sitive—data, it is imperative to ensure that
data protection requirements are met. Accord-
ing to Swiss data protection laws, personal
data must always be erasable. Thus, personal
data must never be stored on the blockchain
itself but only in off-chain storage.

Since data protection regulations differ across
countries, data protection is a major challenge.
Technical systems should ensure compliance
as much as possible. However, technology
alone can never do this entirely, which is why
additional control mechanisms, such as audits,
are necessary. For example, actors who
received data via blockchain could store it in
their own system and use it for other purposes
unnoticed. Furthermore, there may be other
regulatory requirements. For example, the
Markets in Financial Instruments Directive
and the Basel IV regulations govern special
requirements for financial data.'?®

Because the many legal aspects of the use of
blockchains are still unresolved, constructive

cooperation with regulators is essential. Above
all, accountability in liability cases must be
regulated. These questions are not easy to
answer in distributed organizations without a
central authority. However, their clarification
is essential for creating trust in blockchain
solutions and their providers.'*
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Is the future distributed?

As digitalization advances, the availability,
integrity, and security of digital infrastruc-
tures are becoming increasingly crucial for
the economy and our everyday lives. Block-
chain allows the creation of more robust and
efficient digital infrastructures. On a technical
level, blockchain can ensure that systems are
always available and protected against manip-
ulation. Valuable assets, such as money, gold,
patents, or works of art, can be digitally
mapped and traded using tokens, and pro-
cesses can be automated using smart con-
tracts. This potential exists in the digital world
and in value networks for physical products,
which can be managed more efficiently and
securely with blockchains. Once processes are
digitized in a tamper-resistant way using
blockchains, many new applications and busi-
ness areas can open. For example, electronic
identities based on blockchain technology
allow us to securely identify people, organiza-
tions, and objects in the digital world. This
strengthens privacy on the Internet and ena-
bles new applications, such as access manage-
ment to buildings and rooms without physical
keys, peer-to-peer marketplaces, or a robust
Internet of Things (IoT) infrastructure.

Blockchain’s properties also provide a suita-
ble technological foundation for a shift to dis-
tributed value networks. In a collaborative,
self-regulating value network, blockchain
technology supports all participants in inter-
acting and controlling each other efficiently
and securely without the need for a central
authority. However, this transformation is
not only a technological but also a social pro-
cess with many conflicts of interest to over-
come. Especially in the case of established
applications, it can be challenging to dissolve
existing structures. However, new applica-

tions can be planned right from the start so
that only a few dependencies arise.

The key challenges to implementing block-
chain projects include establishing suitable
governance structures, eliminating regulato-
ry ambiguities, ensuring data quality and
security (on blockchains and in adjacent sys-
tems), and creating trust and acceptance in a
blockchain solution. Should we be able to
conquer these challenges, we can create secure
and efficient digital and physical value-crea-
tion processes and increase trust in digital
infrastructures.

Because blockchain is continuously advanc-
ing, we can only speculate about its long-term
impact. One thing is sure, however: the prop-
erties of blockchain—tamper resistance, avail-
ability, efficient data exchange, decision rules
that can be fixed in smart contracts, or value
trading with tokens—offer a suitable technical
basis for creating efficient and robust digital
infrastructures.
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Critical success factors of blockchain projects in detail

CATEGORY

Benefits and
economic viability

Governance

Project design and

implementation

Trust and
acceptance

SUCCESS FACTOR

Clear value
proposition

Profitability

Fair distribution of
costs and benefits

Effective
information and
communication

Effective deci-
sion-making
mechanisms

Standards and
interoperability

Shared vision and
reasonable
expectations

Expertise and
skills

Incremental and
iterative approach

Trust among
project partners

Trust of the
providers in the
technology

Acceptance and
adoption

DESCRIPTION

The features of blockchain must help overcome challenges and prob-
lems that exist in the status quo (e.g., high intermediary costs and
cross-organizational data exchange). The benefits to be realized
through blockchain must be clear and relevant for all stakeholders.

The benefits to be realized through the use of blockchain must signifi-
cantly exceed the investment and operating costs, even taking into
account uncertainties and project risks.

Stakeholders must fairly share the added value and costs generated by
the solution. All stakeholders essential to the solution’s success must
be incentivized to support its development and use.

All stakeholders must be informed about developments and decisions
relevant to them through appropriate channels and have the opportuni-
ty to contribute and discuss proposals.

The collaboration model (on-chain and off-chain) must involve all
partners appropriately in decision-making according to their roles.

Data models and interfaces must be standardized for cross-organiza-
tional data exchange.

Stakeholders must have a shared project vision and realistic expecta-
tions regarding opportunities, risks, and duration.

The project must bear the technical and professional knowledge and
resources (time, money, employees) required to realize the solution.

Since blockchain offers many design options, the implementation should
occur step by step. Interim results should be tested and feedback should
be received in the development stage. The solution should be scaled only
after a successful pilot.

The partners involved in the project must be willing to work together
and fundamentally trust each other.

The partners involved in the project must trust the technologies.

The parallel operation of several solutions can only be avoided—and the
expected efficiency potentials realized—if a sufficient number of the target
group use the system.

Therefore, the target audience must trust the technology and the provid-
ers. Marketing and communication are crucial for the acceptance of a
solution.



CATEGORY

Regulation and
compliance

Data quality and
security

Technical
implementation

SUCCESS FACTOR

Fulfillment of
data protection
requirements

Fulfillment of
other regulatory
requirements

Constructive
cooperation with
regulators

Data security

Data quality

Protection against
cyber attacks and
misuse

Scalability,
throughput and
speed

Automation and
consolidation

Low electricity
consumption

DESCRIPTION

The data protection laws of all countries involved must be met.
The technology and processes should ensure this. Additional control
mechanisms, such as audits, may be required.

The regulatory requirements of all countries involved, such as special
requirements for handling financial data, must be met.

Since many legal aspects of blockchain use are still unresolved,
constructive cooperation with regulators is necessary.

Access management must ensure that only authorized persons have
access to the data, that the data is always available when access is
needed, and that data, once stored, is complete and unchanged.

At the technical and process level, it is important to ensure that only
correct data is written to blockchains and that human error is avoided
to the greatest extent possible.

The solution needs to be equally or less vulnerable to cyber attacks
than conventional solutions. Data misuse must be ruled out as
much as possible, both technically and through control mechanisms.

The technical architecture of the solution enables access for a
sufficient large number of users. A sufficient number of transactions
can be carried out simultaneously (transactions per unit of time) at a
sufficiently high speed (latency).

The technical architecture of the solution ensures that as many

media breaks and interfaces as possible are eliminated, processes
are automated, and manual steps are avoided. Redundant data storage
is eliminated if system availability is not negatively impacted.

The added value generated by the solution must justify its electricity
consumption.

Table 5: Based on own research.
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